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(h) (1)(8) (A) submit a cybersecurity risk assessment report to the CISO joint 

committee on information techno logy and the joint committee on Kansas security by October 16 

of each even-numbered year, including an executive summary of the findings, that assesses the 

extent to which a computer, a computer program., a computer network, a computer system., a 

printer, an interface to a computer system., including m.obilc and peripheral devices, computer 

software, or tl,e dtt!a preee,siag of the ageaey or of • eeatraet the agency is vulnerable to 

unauthorized access or harm, including the extent to whicn the agency's or contractor's 

use; 

~ ill} ensure that the agency irfternal assessments of its security 

be considered confidential and shall not be subject to 

authorization from the executive branch agency director or head. This provision regarding 

confidentiality shall expire on Ju y} 1, 2023, unless the legislature reviews and reenacts such 

provision pursuant to K.S.A. 45"'229, and amendments thereto, prior to July 1, 2023; and 

f31K} prepare or have prepared a surnmary financial summary identifying 

cybersecuritv expenditures addressing the findings of the cybersecurity risk assessment report 

required in paragraph EB.cfil.CAl, excluding information that might put the data or information 

resources of the agency or its contractors at risk and submit such report to the house of 

representatives committee on govcrrur,ent, technology an.cl security or its successor committee 

appropriations and the senate committee on ways and means; 

@(2). participate in annual agency leadership training to ensure understanding of: EB 

?- ~ 
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{A} The infom1ation and information systems that support the operations and assets of the 

agency; (2) The potential impact- of common types of cyberattacks and data breaches on the 

agency's operations and assets; f3-,(fil_ how cyberattacks and data breaches on the agency's 

operations and assets could impact the operations and assets of other governmental entities on 

the state enterprise network; f47.(C} how cyberattacks and data breaches occur; ~ and (D) steps 

to be undertaken by the executive director or agency head and 

executive director or agency head; and 

ffi.(l_Q). ensure that if an agency 

!!<'; 

fB.(A). Comply;,vvith the':notifioation requirements set out in K.S.A. 2019 Supp. 50-7a01 
.? ~ 

et seq., and amendml ts thereto,
1
aid applicable federal laws and rules and regulations, to the 

' f'~ 
same extent as a person who ~.rtducts business in this state; and 

f±J(fil not later than 48 hours after the discovery of the breach, suspected breach or 

unauthorized exposure, notify: tAJill. The CISO; and fB1ili} if the breach, suspected breach or 

unauthorized exposure involves election data, the secretary of state. 

(b) The director or head of all state agencies shal I: 

( l) Participate in annual agency leadership training to ensure understanding of: 

(A) The potential impact of common types of cvberattacks and data breaches on the 

agency's operations and assets: 
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(B) how cyberattacks and data breaches on the agencv's operations and assets could 

impact the operations and assets of other governmental entities on the state enterprise network; 

(C) how cyberattacks and data breaches occur: and 

(D) steps to be undertaken by the executive director or agency head and agency 

emplovees to protect their information and information systems; 
, 

(2) ensure that all information technology login crede tials are disabled the same day 

that anv emplovee ends their employment with the state: and 

(3) receive a 

Sec. 2. 

Sec. 3. 

statute book. 

in force from and after its publication in the 

?-t; 
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SENATE BILL NO. 

AN ACT concerning state agencies; relating to information technology expenditures; requiring 
an annual report to the joint committee on information technology; amending K.S.A. 75-
7210 and repealing the existing section. 

Be it enacted by the Legislature of the State of Kansas: 

Section 1. K.S.A. 75-7210 is hereby amended to read as follows: 75-7210. (a) Not later 

than October 1 of each year, the executive, judicial and legislative chief information technology 

officers shall submit to the joint committee and to the legislative research department 

.Ql_All information technology project budget estimates and amendments and revisions 

thereto, all three-year plans and all deviations from the state information technology architecture 

submitted to such officers pursuant to K.S.A. 75-7209, and amendments thereto. The legislative 

chief information technology officer shall re iew all such estimates and amendments and 

revisions thereto, plans and deviations and shall make recommendations to the joint committee 

regarding the merit thereof and appropriations therefor-:; and 

(2) all expenditures on software, hardware and information technology services made 

in the previous fiscal year by each state agencv in the chief information technology officer's 

respective branch of state government. All state agencies shall provide a report of such 

expenditures to such agency's respective chief information technology officer not later than 

September 1 of each year. 

(b) The executive and judicial chief information technology officers shall report to the 

legislative chief information technology officer, at times agreed upon by the three officers: 

(1) Progress regarding implementation of information technology projects of state 

agencies within the executive and judicial branches of state government; and 
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(2) all proposed expenditures for such projects, including all revisions to such proposed 

expenditures, for the cunent fi scal year and for ensuing fi scal years. 

Sec. 2. K.S.A. 75-7210 is hereby repealed. 

Sec. 3. This act shall take effect and be in force from and after its publication in the 

statute book. 


